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Democracy Dies in Darkness

National Security

NSA infiltrates links to Yahoo, Google data
centers worldwide, Snowden documents say
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In this slide from a National Security Agency presentation on “Google Cloud Exploitation,” a sketch shows where the
“Public Internet” meets the internal “Google Cloud” where user data resides. Two engineers with close ties to Google
exploded in profanity when they saw the drawing.

By Barton Gellman and Ashkan Soltani
October 30, 2013
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= SPIEGEL ONLINE sreseLe Q

Boom Triggered By NSA 26. August 2013

German Email Services Report Surge in Demand

German email providers are enjoying a jump in demand following the NSA data surveillance scandal.
Companies are beefing up their security features and promoting their accounts as being among the most
secure in the world, thanks in part to strong privacy laws.

E-Mail
made in
Germany

Deutsche Telekom launched an initiative earlier this month which aims to make German email traffic more secure.
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Verschllsselte eingehende E-Mails: 93 % Google Transparenzbericht

ANFANG 4 31.12.2013 ENDE @ 18.11.2019
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BLEEPINGCOMPUTER

Microsoft Office 365 Admins Targeted by Ongoing Phishing

Campaign
By Sergiu Gatlan November 16, 2019 10:30 AM 0

A new phishing campaign is actively targeting Microsoft Office 365 administrators with the end
goal of compromising their entire domain and using newly created accounts on the domain to
deliver future phishing emails.

The attackers use phishing emails designed to look like they are coming from Microsoft, with
the Office 365 logo shown at the top, and delivered using "validated domains" "from a legitimate
organization’s Office 365 infrastructure” as PhishLabs found.

They also use "Services admin center” as the sender name for the phishing messages delivered
through this ongoing campaign as an attempt to spoof the legitimate Microsoft 365 admin center
support team, and "Action Required" or "We placed a hold on your account” subjects to persuade
their targets to act first and think later.

With the help of this tactic, the threat actors take advantage of a common email filtering solution

feature that uses the sender domain's reputation to decide if an email should be blocked or not.
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./70.000

Mails mit Schadprogrammen in
deutschen Regierungsnetzen abgefangen

Die Lage der IT-Sicherheit
in Deutschland 2019
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Digitale Sighaturen

MIME Object Security Services (RFC 1848)

1. Introduction

As long as the private keys are protected from disclosure, i.e., the
private keys are accessible only to the user to whom they have been
assigned, the recipient of a digitally signed message will know from
whom the message was sent and the originator of an encrypted message
will know that only the intended recipient 1s able to read it. For
assurance, the ownership of the public keys used in verifying digital
signatures and encrypting messages should be verified.

19.11.2019



/wei Standards

OpenPGP
* Cypherpunk-Revolution

e Zertifikate werden vom Nutzer
selbst ausgestellt, Web-of-Trust

* Verwendet von Aktivisten und
Journalisten

e Oft als Erweiterung zur
Verfugung gestellt

S/MIME
* Industrie-Standard

 Zertifikate warden von
Zertifizierungsstellen (CA)
ausgestellt

* Verwendet in Industrie und
offentlichen Einrichtungen

* \Von Haus aus unterstutzt
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From  manager@bigcorporation.de Date  Today 10:44
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-ﬁ Settings
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ﬁ Verified signature from The Manager =manager®bigcorporation.de:.

Congratulations, you've been promoted!

Vom Angreifer kontrollierte
Anzeige-Elemente




Signhaturen falschen

Wir greifen die

und

von Signaturen an.

Wir greifen nicht die zugrunde liegende Kryptografie an.

Philip R. Zimmermann &
Free beer

Ta:

Se-:urity;ﬂ Signed (prz@pgp.com)

Who is up to a beer @ G Data?

19.11.2019

Y

MIME-Version: 1.0
Content-Type: multipart/mix
boundary="------------ FEB2
Content-Language: en-US

This 15 a multi-part messag

—————————————— FEB2FAG4FC7BA

Content-Type: text/plain; ¢
Content-Transfer-Encoding:

————— BEGIN PGP SIGNED MESSA
Hash: SHA256



Ul ldentity MIME
Redressing Binding Wrapping
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Ubersicht

25 E-Mail-Anwendungen
* PGP and S/MIME
* Alle grol3en Plattformen

5 Angriffsklassen
* 3 gemeinsam
* 1 nurfur PGP
e 1 nurfarS/MIME

19.11.2019

OS

Client

OpenPGP

S/MIME

GPG

MIME

ID

Ul

CMS

MIME

ID

Ul

Windows

Thunderbird
Outlook

Win. 10 Mail
Win. Live Mail
The Bat!

eM Client
Postbox

n/a
n/a

n/a
n/a

n/a
n/a

n/a
n/a

Linux

KMail
Evolution
Trojita
Claws
Mutt

macOS

Apple Mail
MailMate
Airmail

10S

Mail App

n/a

n/a

n/a

n/a

Android

K-9 Mail
R2Mail2
MailDroid
Nine

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

Web

Roundcube
Horde/IMP
Mailpile
Mailfence
Exchange/OWA

n/a

n/a

n/a

n/a

n/a

n/a
n/a

n/a
n/a

n/a
n/a




Falschungsklassen

® Perfekte Filschung  © Teilweise Filschung O Schwache Filschung

PGP signed message

v PGP signed message

From  manager@work.com .. Date  Today 21:20

a Ver.

Congrat a Verified signature from Manager <manager@work.com>.

Johnny, you are fired!

19.11.2019




Falschungsklassen

® Perfekte Filschung  © Teilweise Filschung O Schwache Filschung

=+ Forward 3 Archive  Junk -@- Delete  Maore = Enigmail Alert
From manager@bigcorporation.deis

Subject Important news Enigmail Security Info

o Me <johnny@bigcorporation.de> Good signature fron| Eve <eve@evil.com> |

Good signature from The Manager - Key ID: OxFB579BE4 / Signed on: 15.02.19, 15:23

B - - :
E I : .
nigmait manager@bigcorporation.des Key fingerprint: AA48 2B4F F773 584F 58D1 4563 F182 73C6 FB57 9BE4

Johnny, you are fired! .
Used Algorithms: RSA and SHA256

19.11.2019




Falschungsklassen

® Perfekte Filschung  © Teilweise Filschung O Schwache Filschung

From manager@bigcorporation.de’ s 4y Reply < Reply All |‘-' =+ Forward 3 Archive  Junk @ Delete More =

Subject Ul-Redressing
To Me <jochnny@bigcorporation.de>

Good signature frorm The Manager <manager@bigcorporation.de:

E . .
E |
MO ey ID: 0xFBST9BEA / Signed on: 15.02.19, 15:23

Johnny, you are fired!

Unread: 0  Total: 9

Unread: 0 Totak9 .~

19.11.2019




Angreiter-Modell

Eve hat einen
vertrauten Schlissel

Eve kann eine E-Mail
mit gefalschter

Eve hat eine glltige
Signatur des zu
mit dem Opfer
ausgetauscht

falschenden
Absenders

Absender-Adresse an
das Opfer senden

19.11.2019 13



Angriffsklasse #1: Ul Redressing
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2. . ® 2 ...

Forward Delete Mark More

P8
Reply Reply all
'ﬁ' + Messagesltolofl

managerdbigcorporation.de Today 10:44

* |mportant news

Select | & Threads | &

= Ny

v Important news *

L Contacts

Al s | Q~

dy || =

From  manager@bigcorporation.de Date  Today 10:44

ﬁ Settings

=

-

ﬂ Verified signature from The Manager =manager@bigcorporation.de=.

Congratulations, you've been promoted!

() Logout
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v PGP signed message w

v PGP signed message

From manager@work.com L‘ Date Today 21:20

Ia Ver

Congrat ‘ a Verified signature from Manager <manager@work.com>. I

Johnny, you are fired!

19.11.2019 16




Ul Redressing — Ursachen

e Unterstitzung komplexer Anzeigeformate (HTML, CSS)
* Marketing, Newsletter, ...
* Produktivitat
* Benutzer wollen funktionale und sichere Anwendungen

* Sicherheits-Indikatoren im Textkorper der E-Mail

* Oft bei Erweiterungen mit begrenzter
Anbindungsmoglichkeit

* Intuitiv (Signatur ist nah bei dem signierten Inhalt)



Ul Redressing — Gegenmalinahmen

From manager@bigcorporation.de 4 Reply <5 ReplyAll |~ =¢ Forward 3 Archive § Junk (%) Delete More ~
Subject Important news * |
To Me <johnny@bigcorporation.de>
[ .. Good signature from The Manager <manager@bigcorporation.de= :
E I Details -
MO Key 1D: 0xFBST9BEA / Signed on: 15.02.19, 15:23 g
Congratulations, you have been promoted!
B . - ., Good signature froem The Manager <manager@bigcorporation.de> :
E I Details -
MO ey 1D: 0xFBST9BE4 / Signed on: 15.02.19, 15:23 Qﬂ' :
From manager@bigcorporation.de 4 Reply @y ReplyAll '~ =+ Forward 3 Archive @ Junk (%) Delete More ~
Subject Important news * |

To Me <johnny@bigcorporation.de>

Congratulations, you have been promoted!

19.11.2019

Enigmail
<2.0.8

Enigmail
>2.0.8

18
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OpenPGP S/MIME
OS Client GPG MIME 1ID| UI CMS MIME 1ID| Ul
Thunderbird O
” Outlook O O
g Win. 10 Mail n/a n/a n/a| n/a O
E Win. Live Mail n/a n/a n/al n/a O
=  The Bat!
eM Client (D) ')
Postbox
KMail O O
X Evolution O O
.E Trojita [ L
Claws
Mutt O O
8 Apple Mail O O
2 MailMate o O
g  Airmail
i0S  Mail App n/a n/a n/a| n/a
- K-9 Mail n/a n/a n/al n/a
'E R2Mail2 O O
E MailDroid © [y,
Nine n/a n/a n/a| n/a O
Roundcube o o
- Horde/IMP
g Mailpile n/a n/a n/a| n/a
Mailfence n/a n/a n/al| n/a
Exchange/OWA n/a n/a n/a| n/a O

19



Angriffsklasse #2: ldentity Binding



Wie wird der Unterzeichner an den
unterzeichneten Inhalt gebunden?

n manager@bigcorporation.de Fri 31/08/2018 22:25
Subject Ul-Redressing Managernwork.com

To Me <johnny@bigcorporation.de>

= ... Good signature from The Manager <manager@bigcorporation.de> Details - |
© 7 Key |D: 0xFB57T9BE4 / Signed on: 15.02.19, 15:23

PGP signed message

An  johnny@work.com

Johnny, you are fired!

GpgOL: Trusted Sender Address

Unread: 0  Total: 9 JDI"’II’I""H, "i'r':"u dare ﬁrE"d!

Variante 1: Alle Details werden angezeigt. Variante 2: Nur der Status wird angezeigt,
,From“-Adresse wird gegen Signierer gepriuft.

19.11.2019 21



|[dentity Binding

S/MIME Version 3 Certificate Handling

Sending agents SHOULD make the address in the From or Sender header
in a mail message match an Internet mail address in the signer's
-laa bl -MlRcceiving agents MUST check that the address in the From
or Sender header of a mail message matches an Internet mail address
in the signer's certificate, if mail addresses are present in the
eclmmbplecie=-H A receiving agent SHOULD provide some explicit alternate
processing of the message if this comparison fails, which may be to
display a message that shows the recipient the addresses 1in the
certificate or other certificate details.

Was kann da schon schiefgehen?

19.11.2019 22




Das Format einer E-Mail

From: Alice
To: Bob
Subject: Breaking News

Congratulations, you have been promoted!

19.11.2019

23



Angriffe auf ldentity Binding

From: Eve

19.11.2019

<eve(levil.com>

A

RFC 5322

\_

~\

Anzuzeigender Name

J

Verifikations-Logik

Angezeigter Absender

24



Angriffe auf ldentity Binding

From: [ Manager

19.11.2019

<eve(@devil.com>

A

RFC 5322

\_

Anzuzeigender Name

~\

J

Verifikations-Logik

Angezeigter Absender

24



Angriffe auf ldentity Binding

From: manager@work.com Keve(levil.com>

— N\ w

RFC 5322

Anzuzeigender Name
" y,

Verifikations-Logik Angezeigter Absender

19.11.2019



Angriffe auf ldentity Binding

From: manager@work.com Keve(levil.com>

Reply-to: manager(@work.com

Verifikations-Logik Angezeigter Absender

19.11.2019



Angriffe auf ldentity Binding

From: manager(@work.com

Reply-to: manager(@work.com

From: manager(@work.com

From:

19.11.2019

<eve(@devil.com>

evel@evil.com

Verifikations-Logik

Mehrere

~

Kopfzeilen

J

Angezeigter Absender

24



Angriffe auf ldentity Binding

From: manager(@work.com

<eve(@devil.com>

-
Mehrere

Reply-to: manager(@work.com

From: manager(@work.com

From:

19.11.2019

evel@evil.com

Verifikations-Logik

~

Kopfzeilen

J

AV

From: manager(@work.com

Sender:

evel@evil.com

Angezeigter Absender

24



Angriffe auf ldentity Binding

Fri 31_'“5:. 2018 22-29

LR L R L il I il |

Manager@workcom Lo L b i e e e e o s <eve(@evil . com>

PGP signed message

An  johnny@work.com
GpgOL Trusted Sender Address "
Johnny, you are fired!
From: manager(@work.com | Wortzwischenraum ] <eve(@evil.com>

[Giltige Signatur von eve(@evil.com]

19.11.2019 25



ldentity Binding — Ursachen & Gegenmalsnahmen

* Vormals rein funktionales Merkmal (Sender, FF'rom)
wurde spater sicherheitsrelevant.

 Variante 1 (Details explizit anzeigen) verschiebt die
Verantwortung und den Prifungsaufwand auf den Nutzer.



OpenPGP S/MIME
OS Client GPG MIME| ID |(UI CMS MIME
Thunderbird O O
” Outlook o O O
g Win. 10 Mail n/a n/a n/a | n/a L)) O
E Win. Live Mail n/a n/a n/a |n/a ') O
=  The Bat! O [ )
eM Client (D)
Postbox ()
KMail O
X Evolution O
.E Trojita O L
Claws
Mutt O
8 Apple Mail O
2 MailMate O o O
g  Airmail ® o
i0S  Mail App n/a n/a n/a | n/a
- K-9 Mail C)) n/a n/a
'E R2Mail2 L) O
E MailDroid ©
Nine n/a n/a n/a | n/a
Roundcube o
- Horde/IMP
g Mailpile 0 n/a n/a
Mailfence n/a n/a
19.11.2019 Exchange/OWA n/a |n/a




Angritfsklasse #3: MIME Wrapping



Das Format einer E-Mail

From: Alice
To: Bob
Subject: Breaking News

Congratulations, you have been promoted!



Das Format einer E-Mail nur mit Text

From: Alice

To: Bob

Subject: Breaking News
Content-Type: text/plain

Congratulations, you have been promoted!



Das Format einer E-Mail mit Anhang

From: Alice

To: Bob

Subject: Breaking News

Content-Type: multipart/mixed; boundary="BOUNDARY"

--BOUNDARY

Content-type: text/plain

Congratulations, you have been promoted!

—-—-BOUNDARY

Content-type: application/pdf

Contract. ..

-—-BOUNDARY - -

19.11.2019 31



Signierte E-Mail (S/MIME)

From: Alice

To: Bob

Subject: Breaking News

Content-Type: multipart/signed; boundary="BOUNDARY"“;



Signierte E-Mail (S/MIME)

From: Alice

To: Bob

Subject: Breaking News

Content-Type: multipart/signed; boundary="BOUNDARY"“;
protocol="application/pkcs7-signature"“

19.11.2019

33



Signierte E-Mail (S/MIME)

From: Alice

To: Bob

Subject: Breaking News

Content-Type: multipart/signed; boundary="BOUNDARY"“;
protocol="application/pkcs7-signature"“

--BOUNDARY

Content-type: text/plain

Congratulations, you have been promoted!

--BOUNDARY

Content-Type: application/pkcs7-signature
Content-Transfer-Encoding: base64

MIAGCSQGSIb3DQEHAQCAMIACAQExDzANBglghkgBZQMEAGEFAD..
OlA9pggcyAAAAAAAAA==

--BOUNDARY--



Signierte E-Mail (OpenPGP)

From: Alice

To: Bob

Subject: Breaking News

Content-Type: multipart/signed; boundary="BOUNDARY";
protocol="application/pgp-signature"™

--BOUNDARY

Content-type: text/plain

Congratulations, you have been promoted!

--BOUNDARY

Content-Type: application/pgp-signature

--BOUNDARY--



MIME Wrapping

From: Manager <manager@work.com> From manager@bigcorporation.de

To: Johnny <johnny@work.com> cct Important news ®
. ) _ : =)

Subject: b_dIME wrapping Me <johnny@bigcorporation.de>

MIME-Version: 1.0 =) - . Good signature from The Manager <manager@bigcorporation.de> Details ~

Content-type: multipart/mixed; Y Key ID: 0xFBS579BEA / Signed on: 15.02.19, 15:23

boundary="BOUNDARY" Johnny, you are fired!

--BOUNDARY
Content-type: text/plain Congratulations, you have been promoted!

You are fired!
--BOUNDARY

Congratulations to your promotion!

--BOUNDARY--

19.11.2019 36




MIME Wrapping

From: Manager <manager(@work.com>

To: Johnny <johnny@work.com>

Subject: MIME-wrapping

MIME-Version: 1.0

Content-type: multipart/mixed;
boundary="BOUNDARY"

—--BOUNDARY
Content-type: text/plain

You are fired!'\n\n\n..
--BOUNDARY

Congratulations to your promotion!

--BOUNDARY--

19.11.2019

manager@bigcorporation.de
ect Important news
Me <johnny@bigcorporation.de>

Good signature from The Manager <manager@bigcorporation.de>
Key ID: OxFB579BE4 / Signed on: 15.02.19, 15:23

Johnny, you are fired!

Baal

Details ~

37




MIME Wrapping

From: Manager <manager(@work.com>

To: Johnny <johnny@work.com>

Subject: MIME-wrapping

MIME-Version: 1.0

Content-type: multipart/mixed;
boundary="BOUNDARY"

—--BOUNDARY
Content-type: text/plain

You are fired!
--BOUNDARY
Content-Disposition: attachment;

filename=sig.asc

Congratulations to your promotion!

BOUNDARY -~

m manager@bigcorporation.de
ect Important news

Me <johnny@bigcorporation.de>

. Good signature from The Manager <manager@bigcorporation.de>
Key ID: OxFB579BE4 / Signed on: 15.02.19, 15:23

Johnny, you are fired!

3

U 1 attachment: signature.asc 801 bytes

Baad

Details ~

38



MIME Wrapping

From: Manager <manager(@work.com>

To: Johnny <johnny@work.com>

Subject: MIME-wrapping

MIME-Version: 1.0

Content-type: multipart/mixed;
boundary="BOUNDARY"

—--BOUNDARY
Content-type: text/html

You are fired! <img src=cid:signed>

--BOUNDARY
Content-ID: <signed>

Congratulations to your promotion!

--BOUNDARY--
19.11.2019

n manager@bigcorporation.de
ect Important news

Me <johnny@bigcorporation.de>

. Good signature from The Manager <manager@bigcorporation.de>
Key ID: OxFB579BE4 / Signed on: 15.02.19, 15:23

Johnny, you are fired!

Baad

Details ~

39



MIME Wrapping

From: Manager <manager(@work.com>

To: Johnny <johnny@work.com>

Subject: MIME-wrapping

MIME-Version: 1.0

Content-type: multipart/mixed;
boundary="BOUNDARY"

—--BOUNDARY
Content-type: text/html

You are fired! <!'--
--BOUNDARY

Congratulations to your promotion!

--BOUNDARY--

19.11.2019

manager@bigcorporation.de
ect Important news
Me <johnny@bigcorporation.de>

Good signature from The Manager <manager@bigcorporation.de>
Key ID: OxFB579BE4 / Signed on: 15.02.19, 15:23

Johnny, you are fired!

Baal

Details ~

40



MIME Wrapping — Ursachen & Gegenmalinahmen

e Unterstitzung fur partiell signierte Inhalte (Weiterleitung, E-
Mail-Verteiler)

* OpenPGP eher anfillig als S/MIME

* Zeige genau an, welcher Teil signiert wurde.
* Nur sehr aufwandig, korrekt zu implementieren.

e Oder verwerfe Signaturen fur partielle Inhalte.



19.11.2019

|
S/MIME

OpenPGP
OS Client GPG MIME | ID Ul CMS | MIME ([ ID Ul
Thunderbird o O O
” Outlook o O O
g Win. 10 Mail n/a n/a n/a n/a L)) O
E Win. Live Mail n/a n/a n/a n/a ') O
=  The Bat! O O [ )
eM Client (D) ')
Postbox ()
KMail O O
X Evolution o O O
.E Trojita [ D) ® [ D) L
Claws O
Mutt O O
8 Apple Mail o O O
2 MailMate o O [ o O O
g  Airmail o () [
10S  Mail App n/a n/a n/a n/a
- K-9 Mail C)) n/a n/a n/fa n/a
'S R2Mail2 © O © O
E MailDroid O © [y
Nine n/a n/a n/a n/a () O
Roundcube [ o
- Horde/IMP
g Mailpile © n/a n/a n/a n/a
Mailfence n/a n/a n/a n/a
Exchange/OWA n/a n/a n/a  n/a O

42



Angritfsklasse #4: GPG AP
Angriffsklasse #5: CMS Processing



19.11.2019

OpenPGP S/MIME
OS Client GPG MIME ID UI| CMS MIME 1ID Ul
Thunderbird [ ) o O o O
” Outlook o O @) O
g Win. 10 Mail n/a n/a n/a n/a L)) O
E Win. Live Mail n/a n/a n/a n/a ') O
=  The Bat! O O [ )
eM Client (D) ')
Postbox o o L D)
KMail O O
X Evolution o O D) O
.E Trojita [ D) ® O [ D) L
Claws O @)
Mutt O O O
8 Apple Mail [ ) [ O O
2 MailMate o O [ o o O O
g  Airmail ® () [
10S  Mail App n/a n/a n/a n/a ®
- K-9 Mail C)) n/a n/a n/fa n/a
'S R2Mail2 © O © O
E MailDroid O © © ()
Nine n/a n/a n/a n/a () (D) O
Roundcube [ o
- Horde/IMP
g Mailpile @ © n/a n/a n/a n/a
Mailfence n/a n/a n/a n/a
Exchange/OWA n/a n/a n/a  n/a O

44



/usammenfassung



100

19.11.2019

OpenPGP S/MIME
OS Client GPG MIME ID UI CMS MIME ID Ul
Thunderbird [ ) o O o O
” Outlook o O @) O
g Win. 10 Mail n/a n/a n/a n/a L)) O
E Win. Live Mail n/a n/a n/a n/a () O
=  The Bat! - O O — = = [ ) =
eM Client - — — () — — — [ D)
Postbox o o O
KMail O O
< Evolution o O O O
% Trojita - — )] o @) - O o
. Claws O O
Mutt O O O
8 Apple Mail [ ) o O O
2 MailMate o O [ o o O O
g  Airmail o () [
i0OS  Mail App n/a n/a n/a n/a ()
- K-9 Mail C)) n/a n/a n/a n/a
'S R2Mail2 () O O O
3 MailDroid O © © ()
Nine n/a n/a n/a n/a () (D) O
Roundcube o o
- Horde/IMP
=  Mailpile © O n/a n/a n/a n/a
Mailfence n/a n/a n/a n/a
Exchange/OWA n/a n/a n/a  n/a O
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/usammenfassung

* Nur Ende-zu-Ende-Sicherheit kann gegen alle Angriffe auf Email-
Postfacher und -Versand schutzen.

* E-Mail-Signaturen konnten in 70% der getesteten Anwendungen
gefalscht werden.

* Gegenmalinahmen sind schwer und oft unzureichend.
* Die Auswertung ,schwacher Falschungen® braucht eine Nutzerstudie.
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